Teach Your Child to
SPOT THE SCAMS

in their Emails and Texts!

www.parentonpurpose.com



IDENTIFY THE RED FLAGS

Questions to ask yourself to determine if
the suspicious email or text is legitimate...

1. Does the subject line lure you into urgency,
asking you to act fast?

2. Does the content evoke emotion, making you feel
that you must act immediately?

3. Did it come at an unusual time outside of
business hours?

4. Are there typos or grammatical errors?

5. Can you verify the sender, or does the email

address look shady?

Stay alert and stay skeptical!
Listen to your intuition, and don’t take any action
requested in an email or text unless you are
confident the communication is legitimate.

Teach your child to always run it by you if they aren'’t sure
before clicking on any link or following any action.

www.parentonpurpose.com



invoice15@ebay-message-invoice-pastdue-e.b.a.y-1566323172-enrr15.tactics.com @il thinks this message is Junk Mail.

eBay: Your purchase invoice.
.y-USA-message-contact-051248827831587376401@lasell.edu ~ B3 Jun

To: Carney Amy
tant for amy@amycarney.com

View This Email In Browser

SP ebay

Hi amy@amycarney.com,

To keep eBay a safe place to buy and sell, all members need to confirm their

We appreciate your business and thank you for choosing eBay.
o . . , identity. This also ensures you keep your information up to date.
Your invoice from January 1 to January 31 2020 is available online.

Dear amy@amycarney.com, Confirm my eBay
You have one new due invoice ( January 1 to January 31).
Total invoice ammount due: US $19.42 A M I

View invoice online ° Copyright © 2020 eBay

Amazon.com v,

Account On Hole

[ Sue Storck g B Junk - amycarney Copy Address

Verify Billing Ir Add to VIPs
Copy Address New Email
Md ‘O VIPS Your Amazon Prime ¢
New Email — Add to Contacts
Order Confirmation Today's Deals | Prime Insider
Add to Contacts Search for “Amazon.com” » I

Search for “Sue Storck”

Hello,
Thank you for shopping with us. Your amazon order is not yet completed, kindly Hello,
verify your billing information for shipping. Thank you for using Amazon . As a result of incorrect billing/ CVV information related to your
X account We have to place a hold on your account, You may not be able to use this account
Details until you validate your correct billing information. Kindly fix up this issue within 24 hours.
Order #114-8396672-4785014
Arriving:
Thursday, July 9
Total Before $34.92 update it here.
hitps:/lyinsbf.net/ Tax: $1.21
Estimated Tax: $36.13
Order Total:
H F € Standard Shipping on eligible items shipped to Alaska, Hawall and Puerto Rico, Prime Video is
Order Details availabio to Amazon Prime members n the 50 U.S. stales.. '

Your Amazon Prime membership will continue unt coliod. If you do not wish to continue
membership for $10.99 y cancel anytime. If you ¢ thin 3
rship fee, less the value of Prime

und your full membership fee only
ime membership charge

period. If you cancel

We hope to see you again soon.
your account did not use any Prime bene

Amazon.com
Attn: Sir/Madam, T Mail thinks this message is Junk Mail.
My names are Prince Egobia Okon's, | have packaged a transaction that Shopify -

will be of mutual benefit to both of us.
| want you to help my family received and invest the sum of
USD$10.5Million dollars my late father deposited in a bank here before Copy Address

Urgent: Fa

his sudden death. My father died early this year when he contracted Add to VIPs

corona virus ( covid-19 ) when he visited Germany in a search for New Email

foreign investor. He came back and fail sick and died two weeks later. s Add to Contacts

My n:otl::r anth want thi; :unds to gedgrag‘?ferrgg;nd' ig_/ezt‘eddsin' your Search for “Shopify” o - payout couldn't be withdrawn because of restrictions on

og:? rym;z:‘ag ey'gl:;::-ss'? anﬁ: ANCIOROCIND; OlISIUNGSIIS the type or number of transfers accepted by your account.

yourps 9 SHng/us: This could be because you're using a savings account. In

This funds transaction is 100% genuine and free risk. There is nothing most cases, you need to contact your bank to resoive this
issue and then retry your payout.

to be afraid of.
: . : Your payouts will be on hold until you resolve this issue.
Please get back to me through this email address:
infod274 @gmail.com , for more details WWW.parentonpurpose.Com
lew payou
Regards,
Prince Egobia Okons,

=7 Mail thinks this message is Junk Mail. Find out about failed payouts at the Shopify Help Center.

m © Shopify | 150 Elgin Street, Ottawa ON, K2P 1L4
Payment of $478.97

You've just received a payment through Stripe. Your transfer for this payment of $478.97 (minus any fees) will land in your bank account on Junly 3, 2020.

You can view the full details of this payment in your dashboard:

https:/) stripe.com/pp ch_19vg: 2lerreGub3Uxci6IsXHrZxmH

This charge will be batched together with any other activity on your account for today at midnight UTC. We don't anticipate any hiccups but, just in case, you might find
this helpful if you don't see your transfer in your bank account on July 3, 2020:

Yours,

The Stripe team
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TEST YOUR TEXTS!

( Circle or highlight how you know these are scams!)

S
information-update11-log...

@ Text Message e-msg.001-90‘7-:660-2572....
S A Today 3:44 AM

Your Apple ID has been
locked.

We have locked your
Apple ID because our
service has detected
two unauthorized
devices.

To unlock your account,
you required verify your
AppleID.

Click the link below to
unlock your Apple ID.
http://
s948262323.onlineho
me.us/

Your account will be
automatically unlock,
after finishing the
verification.

Copyright © 2023
Apple Distribution
International, Hollyhill
Industrial Estate,
Hollyhill, Cork, Irlande.
All rights reserved.

As a security check
against your Venmo
account has been
disable.

Please click on the
following link to provide
your information:
https://[complete.ffm.to/
fix-accounts

If we do not receive a
response to our
verification attempt
within the next 24
hours, we will
permanently

disable your account.

Thank you,
Venmo

www.parentonpurpose.com
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TEST YOUR TEXTS - ANSWERS!

information- update11 log...

540

Text Message
Today 3:24 AM

Your Apple ID has been
locked.

We have locked your
Apple ID because our
service has detected
two unauthorized
devices.

To unlock your account,
you required verify your
AppleID.

Click the link below to
unlock your Apple ID.

—>

—

—

http://
s948262323.onlineho
me.us/

Your account will be
automatically unlock,
after finishing the
verification.

Copyright © 2023
Apple Distribution
International, Hollyhill
Industrial Estate,
Hollyhill, Cork, Irlande.
All rights reserved.

=

e-msg.001-907-660-2572....
Today 3:44 AM

As a security check
against your Venmo
account has been
disable.

Please click on the
following link to provide
your information:
https://complete.ffm.to/
fix-accounts

If we do not receive a
response to our
verification attempt
within the next 24
hours, we will
permanently

disable your account.

Thank you,
Venmo

www.parentonpurpose.com



TEST YOUR TEXTS!

( Circle or highlight how you know these are scams!)

us_pp_1-888-640-8582. ...

~=—

support-notification.-ke9

Text Message
Today 6:00 AM

Amex Fraud Msg:

Your American Express
account has been
restricted and need to
be fix,

to remove restrictions,
please confirm your
identity now at link
below

http://
s950429251.onlinehon
€.us

Thank you for your Card
Membership

American Express
Customer Care

www.parentonpurpose.com

Today 3:22 AM

Reminder: Take action
on your PayPal account

Your PayPal account is
currently limited, We
noticed that you've
been using your PayPal
accountina
questionable manner.
To understand this
better, we need more
information from you.
To help keep your
account secure,
immediately by click
link bellow and perform
the required tasks.
http://
xn--80aaahorunoimsf3
p.xn--plai/restrictions-
account/

Please take action on
your account within 48
hours to avoid
permanent suspension.
Thanks for taking care
of this.

Best regards,
PayPal Pte. Ltd.
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TEST YOUR TEXTS - ANSWERS!
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account has been
restricted and need to
be fix,

to remove restrictions,
please confirm your
identity now at link
below

http://
s950429251.onlinehom

€.us

Thank you for your Card
Membership

American Express
Customer Care

www.parentonpurpose.com
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us_pp_1-888-640-8582. ...
Today 3:22 AM

Reminder: Take action
on your PayPal account

Your PayPal account is
currently limited, We
noticed that you've
been using your PayPal
accountina
questionable manner.
To understand this
better, we need more
information from you.
To help keep your
account secure,
immediately by click
link bellow and perform
the required tasks.
http://
xn--80aaahorunoimsf3
p.xn--plai/restrictions-
account/

Please take action on
your account within 48
hours to avoid
permanent suspension.
Thanks for taking care
of this.

Best regards,
PayPal Pte. Ltd.



